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What is the Slapper Worm?

There are three versions of the Slapper worm in the wild targeting Linux servers running Apache with mod_ssl. The worm has distributed denial of service (DDoS) capabilities, as well as backdoor functionality.  More information about the Slapper Worm is available in the X-Force Alert: http://bvlive01.iss.net/issEn/delivery/xforce/alertdetail.jsp?oid=21184.  

What does this utility do?

This utility, built by the ISS X-Force identifies systems infected with the Slapper Worm including Slapper.A, Slapper.B, and Slapper.C.  For Slapper.A, the program communicates with the worm, verifies its identify, and then removes the following three files from the "tmp" directory:  .uubugtraq, .bugtraq, and .bugtraq.c.  The worm process is then stopped.  For Slapper.B, the worm removes its own files, so this utility simply stops the worm process.  


The utility will identify systems infected with Slapper.C, but will not remove the worm from the system.  Slapper.C has taken on viral characteristics, and overwrites many existing files on the system.  As a result, this utility does not attempt to remove these files.  

The program has been tested with the three worm variants that exist in the wild as of 9/23/2002.  The program has not been tested with and makes no claims about the ability to identify or remove future variants of the worm.

How do you use it?

From the command line, execute “rmslapper”, specifying the IP you wish to scan and clean.  The program communicates with the worm, verifies its identify, and then removes the worm’s files from the infected system if the identity is Slapper.A or Slapper.B.  The program is interactive and will notify you of the worm version and success of cleaning.  If you have multiple IPs to clean, run the scan once for each IP.  

Non Supported Utility 

This utility is provided by ISS for your convenience and use without charge.  However, this is not a supported utility.  Use is subject to the Terms of Use accepted before download.

Internet Security Systems’ RealSecure protection platform provides strong protection against hybrid threats.  For more information about ISS solutions, please visit our web site at www.iss.net, or contact sales at sales@iss.net or 888-776-2362 (U.S. and Canada); +1-404-236-2600 (International). 
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